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Abstract—1In this work, we describe how biometric data can

results therefore higher security for a potential application.

from forty seven persons.

is The

I. INTRODUCTION from the three different agents (speech, signature and face

been proved that is not enough for real life applications 1I.

This report, as well as the source code for the software developed but mcreasing bandwidths on the linear scale. The Mel-scale

during the project, is available on-line from the eNTERFACE’05 web site:

in Mons, Belgium. normalization.



B. Face

In our daily life, one of the most important and human-
friendly biometrics to identify people is face recognition.
systems incor-

For more than 20 years, and developing face
recognition systems has become a challenge able to seduce
people from a wide range of research areas, from pattern
recognition and computer vision to cognitive and perception
sciences.

The is its high interclass
variability. On one hand, it suffers from extrinsic variability,
for instance the mapping from 2D to 3D or changes on
illumination conditions cause that different views provide
highly different realizations of the same face. On the other,
intrinsic variability due to as
skin color or facial hair length, adds information that is not

characterize a human face, discarding all
Generally speaking, a face recognition system for verifica-
tion can be divided in the following stages:

1)
o Localization
o Normalization
2) Face verification
e Feature extraction

frontal-view face recognition system are explained.
1)
a) Face location Face detection and
was performed by OpenCV face detector [3].

in our scenario: a single user in front of a camera. It returns
a bounding box centered on the detected face (see Figure 1).
b)

only size normalization of the extracted faces was used. All

After this stage, cut on

images, to discard most of the hair (a highly variant part of
the face)
the final system, we also devel-
oped a position correction algorithm based on detecting the
eyes into the face and applying a rotation and resize to align
the eyes of all pictures in the same coordinates.
The eye detection proposed in this work is based on a
k-means clustering method in a bidimensional space [13].

not applied to the whole an eye

only the upper half part. After that, the pixels are grouped
into four clusters, using k-means method. Selecting the lower
clusters of each side of the face the position of the eyes is
estimated, as can be seen in Figure 3. Some results from
different users are shown in Figure 4.

Fig. 1.

Fig. 3.

extracted face is

and eye mask selection from detected and



Fig. 4.

constant, hence no method was used for

2) Face Verification:
a)
on the (KL) expansion, also known as prin-
cipal component analysis (PCA). The main reasons to use
KL expansion was that it has been exhaustively studied and
have proved to be quite invariant and robust when proper
normalization is [1].

Figures 6 and 7). This expansion is optimal in a MSE sense,
meaning that the image reconstruction that minimizes the
MSE, on a dimensional reduced space, is

Fig. 6. Upper left corner:

associated with the 7th

the eigenfaces of the
covariance matrix.
Thus, the of a face image into an eigenface

space provides a set of features. The maximum number of

the KL transform, although usually only the more relevant
features are selected, removing the ones associated with the

detailed in the next sections.

Common Eigenface Space

X = (1

Hence, removing the mean of the training vectors, f,, the

XTX, Grouping as

columns the £ eigenvectors associated with the first largest

eigenvalues into the matrix U, a k-dimensional feature vector
for each image can be obtained as

y= )

User Eigenface Space

This approach is based on the same principles as standard
PCA, section. that
an eigenface space is extracted for each user. Thus, when a



Fig. 7. In each row,

mean face of the user.

verify its identity, its
is space
and the likelihood is computed.

where

the first eigenfaces are directly the user’s
face information.

Another interesting point of this method is its scalability

in terms of the number of users. Adding a new user or new

or recompute the specific eigenface space, but not the whole
dataset base as in the standard approach. For verification
systems, the computation of the claimant’s likelihood to be
an specific user is the in the

of users, because as many projections as different users are
required.
article, the inde-

claimed user. Further
details in GMM models and can be found in

Section III-A.

C. Signature

acquisition — off-line vs. on-line. For off-line processing, the
data acquisition is carried out from the Writing surface (e.g.
paper) after the writing process. In the normal case, this off-

resulting data are a kind image. In contrast,
in the on-line approach, the data acquisition occurs during

the writing process itself. data of this approach
are signals, which describe the pen motion on the writing
surface. For gathering of on-line handwriting data, special
devices are used, for example graphic Tablet
PCs or PDA-like computers with pressure sensitive screens.
In the following we will concentrate on on-line handwriting
processing, recorded by devices.

The device we used for data acquisition is able to output
the pen tip position on the active writing surface with a high
resolution. Additionally it measures the pen pressure. The

is about 100Hz. (For details, see section IV.)

The raw
S; = and Di
and the pressure, respectively. Figure 8 shows x-, y- and p-
signals of an example signature.

Fig. 8.

as well
as the tangent angle 6; at every time ¢; is computed:

1)1':\/:1'3124-:[]? 0, =
III. FUSION

for high performance in user verification and identification

systems [2]

system has four substantial modules

(a) sensor module where raw biometric data are captured
from the devices;

(b) feature module in which a feature set is extracted from
the raw data of each modality;

(©)

the features



(d) decision module in which the outputs of the classifiers
are combined in order to make a decision.

the matching and decision mod-

(a)

vectors.

information integration.

The fusion of our system is done at the score level.

A.

In the feature module, a feature set is extracted from each
modality. The feature vectors of each modality constitute an

—in our case one user constitute one class— can be used to
estimate a model describing a class.

We propose a method similar to Bayesian classification for
the determination of users’ The
scores of each modality will be the or
decision risks calculated from the probabilities of the model.
The posterior probability of pattern x to belong in class wy,
can be the Bayes rule

P(wg|x) =

18 Wk,
P(wy,) is the prior probability and p(x) is merely a scaling
signatures factor. Bayesian classifier is
the determination Some assumptions have to be
made about the structure of the

Mixture A GMM is defined as

list

tion.
x'=[z} o} ... 2'p] = [21/01 22/09 ... TD/OD)]
user.
B.
categories
(a) techniques where a feature vector is con-

structed using the matching scores output by the indi-
vidual classifier. Typical examples are Neural Networks,
Decision Trees and

(b)

ples are Sum or Product Rules and Linear combination
of the scores.
In this work we concentrate on the
The advantage of using GMMs for obtaining the matching

probabilities are for each user and apply a
normalization scheme then the scores are the

abilities. To obtain the posterior probabilities it is sufficient
to divide the likelihood of each model with the sum of the
likelihoods of all the models. In mathematical terms,

P(wilx) = k=1,...C

This operation actually makes the likelihoods p(x|wy) a dis-

well as combination techniques that were tested but they did



IV. DATABASE

A. Database of signatures

the sampled x-
and the timestamp (in ms). Those lines with values of -1 for
X,y event.

Because of hypothetical legal and privacy concerns, the

At an initial stage, experiments were done with

signature, other subjects chose to do a modification of their
true signature. Every at least

play a movie representing the exact way the signature has

the number of frames per second. Once these parameters are
set by the user, the movie is created with
between successive samples.

B. Database of audio and video

for feeding the face detection algorithms.
Audio is extracted as 16 bit PCM WAV file (with wav
header), sampled at 16000 Hz, mono little endian.

e Shure SMS58 microphone. Frequency response 50 Hz
Unidirectional (Cardiod) dynamic vocal

Bugs

There was a problem with mplayer not writing the
of the wav header correctly, which

the bug was We include
the patch with the database. Against CVS revision: 1.29

which was
So

patch should also work against

release is made. If not, ——fixheader option can be used
for separate audio from video stream= scripts.

V. RESULTS

OrER =

sER() = FRRO)

To compare the performance of our system we use the
Detection Error Tradeoff (DET) curve and the definitions
above for the calculation of the Equal error rate (EER):



VI

We can see how combining all the modalities allows us to
achieve which is of
the modalities taken separately.

Different methods of fusion could be tested for cases in
which modalities could not be considered independent. Also
new feature could be tested.

The authors would like to thank eNTERFACE and its
sponsors for providing the means which made this project
possible. Also thanks to previous research articles and the
free/open source software we have used, which has allowed
us to stand on the shoulders of giants.
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